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ABSTRACT
The electric power grid uses a set of measuring and switching devices for its operations
and control. The data retrieved from the measuring instruments is assumed to be noisy, there-
fore a state estimator is used to estimate the correct values of state variables on which the
system can take control actions. The modern electric power grid is dependent on communica-
tion networks for transferring these measurements, which are susceptible to intrusions from
hackers. False data injection attacks (FDIA) are one of the most common attack strategies
where an intruder tries to trick the underlying control system of the grid to cause disruptions
without getting detected by native anomaly detection measures inbuilt in the state estimator.
The native anomaly detection mechanism relies on threshold and residual based measure to
ﬂag a set of measurements as anomaly. Therefore, if the attack is devised in such a way
that the intrusion can be performed without signiﬁcantly affecting the residual error of state
estimation it can go undetected. We propose a data augmented deep learning based solution
to detect such attacks in real time. We propose methods of generating realistic random and
targeted attack simulations on standard IEEE architectures and methods of detecting them
using deep learning models. We propose recurrent neural network (RNN) based architectures
to detect and locate FDIAs and devices compromised in real-time. For detection we propose
a supervised and an unsupervised method. Similarly, for location we propose a method to
ﬁnd exact devices compromised which is less practical and then move on to a more feasible
and practical solution in supervised and unsupervised conditions.
Being an intrusion detection system it is critical to detect all attacks which means false
negatives should be penalized heavily, whereas false positives can be accommodated. There-
fore, we use recall as our primary performance metric and precision recall curve to ﬁnd an
optimal threshold of probability score. In addition, we demonstrate how our approach is
better than a residual error and other previous detection models. We also compare the per-
formance of our models with increasing number of devices being compromised.
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1. INTRODUCTION AND LITERATURE REVIEW
1.1 Introduction
The electric power grid is a complex machinery involving multiple power generation
sources, transmission lines and distribution substations which needs continuous monitoring
for safe and reliable performance. This is done using a state estimator which helps to de-
termine the best state of the system through a set of measurements and system models. The
electric power grid has evolved immensely with time, and the modern smart grid uses an
integration of information and communication technologies (ICT) and supervisory control
and data acquisition (SCADA) for efﬁcient remote monitoring and real-time control. These
ICT relies on common infrastructure like internet, mainly because of its ease of access and
distributed nature. Because of a common shared infrastructure, information ﬂowing through
this network can be extracted and modiﬁed by hackers. Such cases have been seen in the
past like in Ukraine [1] an attacker opened circuit breakers to cause power outage by in-
truding into the SCADA system. Similarly, there have been instances of other attacks like
the STUXNET [2], Pivnichna [3]. Since the electric power grid is a cyber-physical system,
cyber-attacks can cause physical damage to the system. Common cybersecurity based ap-
proach, therefore, cannot help to secure the grid independently. Attacks can be of various
forms like time synchronization attack [4], Denial of Service Attack (DOS)[5] which cause
disruptions at the communication system while False Data Injection Attacks [6] (FDIA)
cause disruptions at the physical system level.
FDIAs can be introduced in a transmission system to trick the state estimator into pre-
dicting wrong states without getting detected [7]. For intruders to launch such an attack, they
need to know the complete conﬁguration of the grid which appears to be highly unlikely, but
it has been proven that such attacks are possible even with localized partial information [8].
The network can be protected from such attacks by two methods: protection of critical mea-
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suring instruments and detection of attacks. Protection based methods try to ﬁnd an optimal
set of measuring devices which need to be secured and put on an encrypted channel [9]. But
as the system starts getting larger, the number of devices to be secured starts growing which
is infrastructurally infeasible [10]. Detection based methods try to ﬁnd anomalies in the
data received through the communication channel. Such methods depend on the real-time
correlation between data points or the temporal structure of the data to classify a new set
of measurements as anomalous. A signiﬁcant drawback of this approach is that it does not
adapt well to changing patterns in transmission behavior over time. FDIAs are challenging
to detect using conventional residue based methods since they do not capture the spatial or
temporal structure of the measurement data available. These methods were traditionally built
to avoid bad data or severe measurement errors for DC state estimators where it is assumed
that bad data will necessarily lead to high residual error. However, with the current case of
FDIAs, we can ensure that bad data can be injected even by keeping low residual error. This
is a classic contextual anomaly detection problem.
Deep learning has shown signiﬁcant promises in solving complex tasks and has been used
in pattern recognition problems like object detection, speech recognition, and anomaly de-
tection. Deep learning uses a data-driven approach where a function approximator is trained
using gradient descent over a given set of data points. The success of deep learning can be
attributed to the ability of neural networks to learn complex functions and the availability of
massive data-sets. Motivated by its application and success in the ﬁeld of speech recognition,
time-series prediction, and anomaly detection, we explore how recurrent neural networks can
be applied to detect false data injection attacks in the electric power grid.
1.2 Literature Review
1.2.1 Defence Mechanisms
Since FDIAs are designed to bypass the bad data detection mechanism of the state es-
timator, a lot of innovative approaches have been studied in the past for capturing the spa-
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tial and temporal correlations in the data to detect anomalous measurements. A traditional
anomaly detection system can be designed as a prediction vs. real data problem [11]. In [12],
the authors proposed to use independent data like forecast and historical patterns to detect
anomalies. However, both of these methods depend on linear models; therefore, cannot be
expected to operate correctly to capture nonlinearities induced in complex AC state estima-
tion. They are also based on static thresholds which need to be carefully chosen and adapted
over time. In [13], a tree pruning based approximation algorithm is used to detect anomalies
in a graphical model. Inspired by various classical machine learning applications in cyber
intrusion, sensor networks, and image processing, researchers have tried to apply nearest
neighbor classiﬁers and other statistical classiﬁcation techniques [14]. It is reasonable to
assume that the attack vector is sparse. Therefore, sparse matrix reconstruction methods can
be employed to identify devices compromised [15]. In [16], the authors assume that grad-
ually changing state variables will typically lead to a low-rank measurement matrix Z0 and
the attack matrix (attack vectors over time) is sparse. Therefore, the problem translates to a
matrix separation problem as:
min
Z0,A
Rank(Z0) + ‖A‖0, s.t. Za = Z0 +A (1.1)
which can be reformulated as a convex optimization problem as:
min
Z0,A
‖Z0‖∗ + λ‖A‖1, s.t. Za = Z0 +A (1.2)
‖Z0‖∗ is the nuclear norm of Z0, i.e., the sum of singular values of Z0. This kind of opti-
mization problem has been studied across the domains of compressive sensing and matrix
completion and can be solved using off the shelf optimization algorithms. The problem with
this approach is computational complexity because of its iterative nature [16]. The authors
also propose a faster way using low-rank matrix factorization where low-rank matrix Z0 is
represented as a product of two matrices: U and V . However, such methods are not full proof
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in defending against un-observable attacks [17]. Ozay et al. [18] formulated this anomaly
detection problem as a classiﬁcation task where attacked and non-attacked scenarios are sep-
arately labeled in the training phase. The authors experimented with methods like Sparse
Logistic Regression, K-Nearest Neighbour (KNN) and Support Vector Machines (SVM) to
classify a given set of measurements. Logistic Regression tries to ﬁnd a hyperplane that
separates the anomalous measurements from non-anomalous ones. This is only possible if
the measurements are linearly separable. KNN uses a majority voting approach to classify
features based on Euclidean distance. It is assumed that the Euclidean distance between
anomalous measurements and non-anomalous measurements will be signiﬁcant. SVM is a
linear classiﬁer that tries to ﬁnd a hyperplane between two classes such that the distance
between the two classes is maximum. It also allows the transformation of the actual feature
space F into a high dimensional space S such that the features are linearly separable in S. A
complex task in this approach is ﬁnding the dimensionality of S. When analyzed, the perfor-
mance of these systems is impressive over the previous methods. However, these methods
are slow for large networks and are not scalable. Besides, all these approaches are strictly
supervised; therefore, the training data needed for these cases need to be extensive and cover
all attack scenarios.
Generating all possible attack combinations for a large grid can be a challenging task.
Therefore, creating an extensive data-set for supervised training of anomaly detection algo-
rithms is not always feasible. Consequently, researchers have also proposed semi-supervised
methods for detection of FDIA. In [19], a correlation based FDIA detection mechanism has
been proposed. In this method, an operator needs to deﬁne a correlation sphere for various
meters in the network. A single meter might lie in multiple correlation-spheres. At every
iteration, correlations within a correlation-sphere are calculated, and if a considerable diver-
gence is found, then an anomaly is ﬂagged. This approach ensures that the spatio-temporal
correlation between the measurements is preserved. This method is highly efﬁcient in terms
of run-time complexity but would need huge effort in designing the correlation spheres man-
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ually. Also, this method will not allow adaptive change to network topology. Ozay et al.
[17] proposed a semi-supervised SVM [20] where the contribution of labeled and unlabeled
points are separately considered in the loss function. This kind of optimization problem
setting helps to address unseen cases and generalizes better.
A power system characteristic based approach has been tested in [21] where a strate-
gically selected set of devices are protected in order to make it impossible for an attacker
to introduce an FDIA. This is because FDIAs are possible with complete certainty only
if a certain number of devices are compromised [7]. The authors propose at ﬁnding the
measurement devices to be protected using a brute force search and a basic measurement
identiﬁcation method. Another idea of detecting FDIAs is based on perturbation of line
impedance and comparing measurements with expected measurements [22, 23]. This idea is
based on the assumption that compromised measurement devices will not respond correctly
to perturbations indicating presence of FDIAs.
Another approach for anomaly detection is based on unsupervised methods where the
data-set is completely unlabeled for anomalies. Most of these methods rely on density based
algorithms to ﬁnd an approximate density cluster of non-anomalous data points. The points
lying outside some margin of these density clusters are marked as anomalies [24]. For a
dynamic system like the power grid, non-anomalous points can exist in different forms of
density-clouds in an n-dimensional hyperspace which makes global density based detection
infeasible. Therefore, the authors in [24] proposed to use local anomaly detection algo-
rithms like Local Outlier Factor (LOF), Connectivity-based Outlier Factor (COF). Both of
these algorithms use KNN to ﬁnd regional clusters. It is assumed that the density of non-
anomalous point clusters will be much higher than that of anomalous points, resulting in the
identiﬁcation of anomalies. However, since these methods are based on a non-parameterized
algorithm, the run time complexity is high. In [24], the authors also proposed a Histogram-
based Outlier Score (HBOS). This method is very similar to Naive Bayes algorithm [25]
where the features are considered to be independent. For every feature, its histogram is con-
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structed and then weighted by the inverse height of its bins. This gives a density estimate
of all features. Since generating a histogram is faster than computing k neighbors for all
data points, this algorithm is faster and performs reasonably for anomaly detection tasks.
However, for application in electric power grid, the assumption of independence might hurt
the purpose since most of the features are highly correlated. One class SVM [26] is another
example of unsupervised anomaly detection where the classiﬁer is trained to know what is
usual or non-anomalous. This helps to form a boundary region for general data and anything
lying outside those boundaries is ﬂagged as an anomaly. But being a linear classiﬁer, it is
sometimes challenging to ﬁnd an optimal kernel which can construct the correct margins for
this method.
Artiﬁcial Neural Networks (ANN) have shown signiﬁcant performance in representing
complex functions [27]. With the advent of Graphics Processing Units (GPUs) and avail-
ability of massive data-sets, neural networks have helped to solve complex problems in the
ﬁelds of object recognition [28], speech recognition [29] and anomaly detection [30]. Espe-
cially in anomaly detection, deep neural networks have been applied in many applications
like fraud detection, sensor network anomaly detection, video surveillance, log anomaly de-
tection and Internet of Things (IoT). Deep neural networks have been used in supervised
[31], semi-supervised [32] and unsupervised setting [33] in the past for anomaly detection.
Speciﬁcally for anomaly detection in spatially and temporally correlated data, direct super-
vision using classiﬁcation networks and unsupervised methods using auto-encoders have
shown impressive results in the past. Applications of the same has been shown in detec-
tion of electricity theft [34, 35]. Generative methods like Generative Adversarial Networks
(GANs) [36] and Variational Auto-Encoders (VAEs) [37] have also been explored. Both of
them are unsupervised methods where neural networks are trained to learn the latent dis-
tribution of non-anomalous data. GAN uses a discriminator to judge whether a new set of
data points are different from the old set of data on which it was trained on. VAE uses the
reconstruction error of the test set of points to ﬁnd anomalies. Since we are dealing with a
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contextual anomaly detection problem, we need to design a type of network that captures
temporal correlations well. The reason behind such an assumption is that the power ﬂowing
through the grid follows a temporal structure. As mentioned earlier, we can use RNNs to
model temporal structures; in the following section, we will explain how RNNs are trained
and how improvements to classical RNN-cells can be achieved.
1.2.2 Recurrent Neural Networks
Recurrent Neural Networks (RNNs) have been used in multiple time-series models in-
volving neural networks like stock price predictions, language models, etc. RNNs have a
memory component which can store previous inputs and outputs to predict the next state.
An RNN tries to map a sequence of inputs x ∈ x0, x1, ..., xt to a sequence of outputs
y ∈ y0, y1, ..., yT where T ≥ 1. Being a dynamic system, RNN-cells use a feedback mech-
anism to encode the temporal structure of the sequence so that subsequent outputs depend
on current inputs. This is done using a hidden state at every time-step which is considered
while computing the output at the next state. The following equations explain how outputs
and hidden states are computed at every time-step.
ht = tanh(Wh × ht−1 +Wi × xt) (1.3)
ot = sigmoid(Woht) (1.4)
Neural networks are trained using back-propagation algorithm. Back-propagation uses the
chain rule to propagate gradients of prediction error (loss) to adjust all weights of the network
[38]. For an RNN-cell, the outputs depend on its inputs and the previous hidden state. There-
fore, an RNN-layer is expanded into continuous RNN-cells connected end to end forming a
chain of fully connected layers as shown in Figure 1.1. When back-propagation is applied
on this unrolled chain, it is referred to as Back Propagation Through Time (BPPT) [38, 39].
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Figure 1.1: Unrolled RNN-cell
Let us assume the loss for a given input x and target output y is given as:
L(x, y) = −
∑
t
yt log ot (1.5)
where ot is a function of x. In order to perform gradient descent we calculate the gradient of
the loss with respect toWh,Wo andWi. ForWh we ﬁnd the gradients as:
δL
δWh
=
∑
t
δL
δot
× δot
δht
× δht
δWh
=
∑
t
yt
ot
× δot
δht
× δht
δht−1
× δht−1
δWh
=
∑
t
yt
ot
× δot
δht
×
∏
k
δhk
δhk−1
× δh0
δWh
(1.6)
In a similar manner, gradients are calculated forWo andWi. It can be seen from the equation
1.6 that calculation of gradient involves calculating a product of gradients of all hidden states
with respect to their previous hidden states. This causes a problem of vanishing gradients
[40] in simple RNN based networks which nulliﬁes the effect of initial inputs on the ﬁnal
output. Alternatives like Gated Recurrent Units (GRU) [41] and Long Short Term Memory
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Figure 1.2: GRU and LSTM Cells
(LSTM) [42] have been proposed to get rid of this problem. GRUs introduce the concept of
’context,’(ct) which is composed of a mixture of past context and a function of present input
as shown in equation 1.7.
Gu = σ(Wu[ct−1, xt])
Gr = σ(Wr[ct−1, xt])
c˜t = tanh(Wc[Gr ∗ ct−1, xt])
ct = Gu ∗ c˜t + (1−Gu) ∗ ct−1
(1.7)
If Gu is zero ∀ t, a direct path of information ﬂow can be drawn from the ﬁrst input to the
last context. Since Gu is controlled by trainable weights Wu, we can expect the network to
learn the optimal mixture for capturing long term dependencies. GRUs have become lately
popular primarily due to the ease in training them and lesser memory consumption over
LSTM. This is because LSTMs maintain different update and forget gates. Update gates are
used to tune c˜t and forget gates are used to calibrate ct−1. Basically, in LSTMs contribution
of parameters at t and t − 1 are independent. The block diagrams of GRU and LSTM cells
are shown in Figure 1.2
GRUs and LSTMs are the fundamental blocks of our temporal models. Another impor-
tant concept used in semi-supervised anomaly detection neural network is ’auto-encoders.’
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Figure 1.3: Sequence to Sequence Auto-Encoder
We will take a look into auto-encoders and ways to train them in the following section.
1.2.3 Auto-Encoder and Attention
In a semi-supervised setting, a neural network is trained on non-anomalous data to com-
press input measurements into an encoded state. The encoded state is used to predict the
input measurements using a decoder. This mechanism is called an auto-encoder [43]. Since
we are dealing with temporal correlations, it will be correct to use a sequence to sequence
model as auto-encoder. In a classical sequence to sequence auto-encoder model [44], the
encoder encodes the entire sequence in its hidden state at the last time step. This hidden
state is then fed into a decoder to predict the input sequence. The architecture is illustrated
in Figure 1.3. The decoder uses the current hidden state (ht) and output (ot) to predict the
previous hidden state (ht−1)and output(ot−1). In RNN (GRU, LSTM) it is expected that the
hidden state or context at time t encodes the entire time series. But in practice, this is not
always true. In a power system, it can be ideal to assume that there exists a monotonic tem-
poral correlation, i.e., the past inﬂuences the future. Therefore, the model should be able to
encode past measurements (x0, x1, ...xt−1) with equal importance as present measurements
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Figure 1.4: Implementation of Attention in Sequence to Sequence Model
(xt). This is achieved with the help of attention [45]. Attention mechanism was developed
for machine translation where a one to one relationship between inputs and outputs do not
exist. nwords in a source language can correspond to pwords in a target language. Addition-
ally, the arrangement of words might also change. Attention allows us to draw a correlation
between input and output sequences by weighing the contribution of every input sequence
element to every output sequence element. Figure 1.4 illustrates implementation of atten-
tion in a sequence to sequence model. This version of attention is called global attention.
For this model, output at time-step n depends on both the past and the future inputs of the
sequence i.e. On = f(xi, hi) where i ∈ (0, t), where t is the input sequence length. But
for a real time system, inputs can only have past and present values. Therefore, monotonic
attention is used in such cases. Monotonic attention [46] represents a causal system where
On = f(xi, hi) where i ∈ (0, n). For a power system analysis, monotonic attention can help
to ﬁnd the importance of past measurements in predicting the present measurements.
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1.3 Anomaly Detection Metrics
Generally for binary classiﬁcation tasks like anomaly detection, common metrics for
judging the performance of a model are Accuracy, Precision, Recall, F1-Score, ROC-AUC
and Precision-Recall curve [47]. Since the frequency of anomalies is much lesser than that
of non-anomalous conditions, therefore, there is an inherent class imbalance in the data-set.
Hence, metrics like accuracy will not be a good evaluation parameter, while precision and
recall can be good parameters. Precision captures the correctness of all positively classiﬁed
points whereas recall captures the ratio of the number of positive classiﬁcation and total
positive points present. Being an anomaly detection system, we need to have very high recall
and can trade off with precision. F1-score is calculated by the harmonic mean of precision
and recall. ROC-AUC and Precision-Recall curve both help to ﬁnd an optimal threshold for
classiﬁcation.
1.4 Roadmap
Moving forward we will discuss about FDIA generation and implementation algorithms
in Chapter 2. Then will be discussing our proposed methodologies of detection and location
of attacks along with the pros and cons of each of them in Chapter 3. We will discuss
our experimental setup and observations in Chapter 4 followed by conclusion and possible
extensions of our methods in Chapter 5
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2. GENERATION OF ATTACKS
The basic concept behind FDIAs is very simple [7], i.e., to generate an attack vector a
such that:
z + a = H(x+ c) + ϵ (2.1)
where c is the change in states induced due to the attack vector, z ∈ IRn×1 is the actual mea-
surement vector from n devices, x is the state vector corresponding to correct measurements
andH is the system deﬁnation matrix. We have experimented on the generation of two types
of FDIAs: Random and Targeted Attacks.
2.1 Attack Generation Algorithms
2.1.1 Random Attacks
One of the simplest attacks is random attack where an attacker with access to a ﬁxed
set of compromised measuring devices tries to bias random state variables from a random
probability distribution. The following derivation shows why such an attack is possible [7].
xˆa = (H
TΣH)−1HTΣza
= (HTΣH)−1HTΣ(z + a)
= xˆ+ (HTΣH)−1HTΣa
(2.2)
Here, xˆ represents the state vector under normal conditions and xˆa represents the state vector
under attack,H is the system deﬁnition matrix, Σ corresponds to the allowed margin of error
for every measurement. za = z+a represents the attacked measurements values received by
13
the state estimator, where z is the actual measurement and a is the attack vector.
||za −Hxˆa|| = ||z + a−H(xˆ+ (HTΣH)−1HTΣa)||
= ||z −Hxˆ+ a−H(HTΣH)−1HTΣa||
= ||z −Hxˆ+ a−H(HTΣH)−1HTΣHc||
= ||z −Hxˆ+Hc−Hc||
= ||z −Hxˆ||
(2.3)
Such an attack is possible straight away if the attacker has access to all the measuring
instruments. However, it is tough to get hold of all the measuring devices in a network. As
a result, we cannot choose any random attack vector. Let Imeter = {i1, ..., ik} be the set of
indices of the k meters the attacker has access to. Therefore, a = (a1, ..., am)T with ai = 0
for i /∈ Imeter [7]. In order to ﬁnd one such attack vector we deﬁne a projection matrix
P = H(HTΣH)−1HTΣ (2.4)
From the previous equation we can derive the following relations:
a−H(HTΣH)−1HTΣa = 0
Pa = Ia
(P − I)a = 0
Ba = 0
(2.5)
Therefore, an attacker needs to ﬁnd a non zero attack vector a such that Ba = 0 and
ai = 0 for i /∈ Imeter. Let us represent
a = (0, 0, ..., a1, 0, 0..., a2, 0, ..., a3, ...ak...)
T
B = (..., bi1...bi2, ...bik...)
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where ai is the attack corresponding to the ith meter for i ∈ Imeter and bi is the column
vector in B corresponding to the index of ai in a. Therefore, we deﬁne B′ = (bi1, bi2, ..., bik)
and a′ = (a1, a2, ..., ak) such that Ba = 0. If the rank of B is less than k, then there can be
inﬁnitely many solutions to Ba = 0. According to Meyer [48] a′ can be determined as:
a′ = (I −B′−1B′)d (2.6)
where d is some random non-zero vector. If rank of B′ is greater than or equal to k, then
there is only one unique solution to Ba = 0 i.e., a = 0. Therefore, it can also be logically
inferred that the probability of generating a random attack increases if we have access to
more meters [7].
2.1.2 Targeted Attacks
In a targeted attack, the attacker wants to control particular state variables. We can rep-
resent one such attack mathematically as follows:
Istates = {i1, ..., ik} where k < n (2.7)
Which denotes the state variables to be attacked. The objective of the attacker is to inject an
attack state vector c such that xˆbad = xˆ + c where c = (...c1, ..., ck...)T . We consider two
cases of attacks over here: a constrained case and an unconstrained case. A constrained case
is one where we assume that the injected attack does not affect any other state apart from
the targets. In the unconstrained case, it is assumed that the attacker does not care about the
impact of his attack on other state variables apart from his targets.
2.1.2.1 Constrained Attacks
In constrained attacks, the attacker already knows the change needed to be introduced
in the state variables (c) and the other state variables aren’t supposed to be affected in any
manner. Therefore, we deﬁne c = (0, ..., c1, 0, ..., ck, 0) where ci denotes the state variables,
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we want to change. The attack vector can be directly determined according to the equation
a = Hc [49]. The generated attack vector is then compared with the measuring devices that
are compromised, if all the non-zero entries in a are accessible then an attack is possible.
2.1.2.2 Unconstrained Attacks
In an un-constrained attack an attacker aims to generate an attack vector a [49] such that
1. a = Hc
2. ai = 0∀i /∈ Imeter
3. c = (...c1, ..., ck...)T
Such an attack vector is derived as follows:-
a = Hc
a =
∑
i/∈Istates
hici +
∑
j∈Istates
hjcj
a = Hscs + b
a− b = Hscs
Hs(H
T
s Hs)
−1HTs (a− b) = Hs(HTs Hs)−1HTs Hscs
Hs(H
T
s Hs)
−1HTs (a− b) = a− b
(Hs(H
T
s Hs)
−1HTs − I)a = (Hs(HTs Hs)−1HTs − I)b
Bsa = Bsb
(2.8)
where,
b = impact of attack states
Bs = Hs(H
T
s Hs)
−1HTs − I
Hs = H[:,j]∀j /∈ Istates
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Next a subset of columns is derived from B for the indices for which i ∈ Imeter as B like
in the random attacks scenario. Therefore, as derived earlier B′sa
′ = Bsb [49]. The attacker
can solve for a and ﬁnally derive an attack vector for the targeted attack. However, it is not
guaranteed that an attack vector would be possible from any random set of compromised
meters.
2.2 Attack Generation and Storage
Using the two types of attack formation algorithms mentioned above, we generate a
database of attacked and non-attacked scenarios. The simulation uses real-world power con-
sumption data to generate measurements and the intrusion state of these devices at each time
step. The attack data is stored along with the state variables under attack and the devices
compromised. This is treated as the training data for our deep learning models.
In an ideal power system, attacks are rare. Also, it is highly unlikely that in all scenarios
where attacks are possible, the attacker has access to all measurement units. Once an attack
is introduced, it can stay for a variable amount of time. Therefore, while generating simu-
lations, we consider these factors in choosing the frequency, duration, and location of these
attacks. We have created cases to select a fraction of random devices parameterized by k
from n measuring devices (k ∈ 0.1, 0.2, 0.3, 0.4, 0.5). Similarly, we have assigned a prob-
ability (p) of the grid being under attack where p ∈ [0, 0.2) and we have kept each attack
live for a random number of samples (t ∈[5,10]). This provides a huge range of possible
combinations to store in our database of attacks. The algorithm used to generate these attack
data-sets is described in Algorithm 1. For targeted attacks, it might not be possible to gen-
erate an attack vector for random combinations of compromised meters. Hence, we try to
ﬁnd the change in the state vector, i.e., c that can be induced by having access to the selected
measuring devices. We use the same vector as targets.
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Algorithm 1 Generation of Attacks
1: procedure GENERATEATTACK(attackType,measurements, devices)
2: for i in range(sizeOf(measurements)) do
3: options← [0.1, 0.2, 0.3, 0.4, 0.5]
4: k ← choice(options, 1)
5: p← random(0, 1)
6: t← randomInt(5, 11)
7: hacked← choice(devices,int(k × sizeOf(devices))
8: if p < 0.2 then
9: for j in range(t) do
10: z ← measurements[i]
11: if attackType ̸= "random" then
12: a, target← getTargetAttack(hacked, t)
13: zNew ← z + a
14: saveRecords(zNew, hacked, target)
15: else
16: a← getRandomAttack(hacked, t)
17: zNew ← z + a
18: saveRecords(zNew, hacked)
19: end if
20: j+ = 1, i+ = 1
21: end for
22: else
23: z ← measurements[i]
24: saveRecords(z)
25: end if
26: end for
27: end procedure
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3. DETECTION AND LOCATION
The critical contribution of this thesis is the detection and location of intrusions for
FDIAs. Detection corresponds to informing a system operator, or the state estimator about
an FDIA and location aims at identifying the devices which have been compromised. We
propose a few approaches in the detection and location of FDIAs.
3.1 Detection
We propose a few approaches to ﬁnding the cases when an attack is introduced in the
system. These approaches are based on sequence to sequence models. As discussed earlier,
RNNs help to encode sequences in a condensed latent space. This property can be exploited
to detect intrusions as well. Intrusion detection for a spatially and temporally correlated
system like the electric power grid using RNNs can be done using a completely supervised
approach or an unsupervised approach. We have implemented a variant of both the methods
and compared their performance and feasibility.
3.1.1 Fully Supervised Global Detector
As mentioned earlier, the detection of FDIAs can be modeled as an anomaly detection
problem. This is because attacks are generally sparse vectors [16] added to the actual mea-
surements violating the temporal structure of the data. Therefore, a sequence model should
be able to detect such anomalous patterns. We use a GRU based many to one sequence to
Figure 3.1: Architecture of Fully Supervised Global Detector Network
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sequence model, which takes in measurements over a window of length k from time-steps
[t−k, t] to predict whether the measurements at time-step t is anomalous or not. The system
architecture is shown in Figure 3.1. We believe the temporal structure of the dynamic power
system is captured by the weights Wh. Wi captures the effect of individual measurements
on the latent space. For a power system the latent space can be imagined as a compressed
version of the state vector and Wi captures the impact of every measurement on the latent
space h. The ﬁnal hidden state is passed through a linear layerWo which compresses hidden
state vector ht ∈ IRh×1 to IR1×1. Finally, we use a sigmoid function to compute a probability
score that corresponds to an attack being present at time-step t.
This network is trained on anomalous (ot = 1) and non anomalous data (ot = 0) gener-
ated by Algorithm 1. We have assumed that the probability of the grid being under attack is
far less than that of normal operating conditions. For 0-1 prediction tasks, binary cross en-
tropy loss is the best maximum likelihood estimator [50]. Since neural networks are trained
on empirical loss minimization, the predictor might not even predict anomalies at all be-
cause of their infrequent nature. We avoid such a condition from happening by weighing the
loss function so that miss in predicting anomalies (false negatives) are penalized more than
miss in predicting normal operating conditions (false positives). The loss function for our
classiﬁcation model is described in equation 3.1, where a is the penalty multiplier for false
negatives. Since neural networks are trained using mini-batch stochastic gradient descent,
a possible option is to sample anomalous states more often while constructing mini-batches
to ensure an equal distribution of anomalies for the network to learn. But this will skew the
actual distribution of anomalous states, therefore, inducing an incorrect bias in the model.
L(y, yˆ) = − 1
N
∑
N
a× y log(yˆ) + (1− y)log(1− yˆ) (3.1)
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3.1.1.1 Data Preparation and Training
Since this is a sequence to sequence model, we need to prepare mini-batches of time-
series and the corresponding state of the system for the last time-step of the sequence. We
use a rolling window of ﬁxed length to create the training pairs. The inputs are measurements
over a time window and the output corresponds to the state of the system at the last time-step
of the window. The model is trained using mini-batch gradient descent by an ADAM [51]
optimizer. To ensure that the model does not overﬁt on the training data we use dropouts
[52]. Dropouts randomly drops neural connections between layers making the model robust
to noise. It also prevents the neural network to get over reliant on speciﬁcs neurons, therefore
helping in regularization.
3.1.2 Unsupervised Global Detector
Generation of extensive training data covering all attack scenarios is tricky. With increas-
ing grid sizes the range of possible attacks that can be introduced by varying the combination
of compromised devices is very large. It is practically infeasible to cover all attack scenarios.
Unsupervised methods, on the other hand, do not need labeled training data. Therefore, there
is no need for generating massive training datasets.
We propose an auto-encoder based sequence to sequence model. As mentioned earlier,
an auto-encoder comprises of two parts: the encoder and the decoder. The encoder computes
a latent representation of the entire sequence in a condensed form. This is decoded by the
decoder to restore the original input sequence. The auto-encoder is expected to learn a di-
mensionality reduction function for the encoder and a restoration function for the decoder.
The idea behind using this kind of a structure is that the model can learn inter-dependencies
between measurements in the encoder to ﬁnd an optimal hidden state and that can be restored
using decoder parameters. Since we are dealing with an over-determined system, therefore,
we can assume that restoration of measurements from a compressed hidden state is tractable.
But as mentioned earlier, a vanilla sequence to sequence auto-encoder might not be able to
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Figure 3.2: Architecture Explaining Sequence to Sequence Auto-Encoder with Monotonic
Attention
model long term dependencies. Therefore, we use monotonic attention in our sequence to
sequence auto-encoder. Monotonic attention helps the decoder to learn the importance of
every past state to a given output state. This model is trained on non-anomalous data, to
minimize the mean reconstruction loss. The optimization function is shown in equation 3.2,
where D represents the decoder function and E denotes the encoder function.
min
θD,θE
1
t
∑
t
(zt − zˆt)2
s.t. zˆt = D(θD, E(θE, zt, zt−1, ..., z0))
(3.2)
We train this network until reconstruction error is very close to zero. This ensures that
our model is fully aware of what normal conditions look like and how measurements are
correlated to one another. We hypothesize that for anomalous data, i.e., when an attack vector
is added to actual measurements, the reconstruction error will be high. This is because FDIA
vectors are normally sparse; hence the encoded representations should not be signiﬁcantly
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affected. This would make the decoded measurements zˆt appear similar to non-attacked
measurements zt instead of zt + a. It can be seen from Figure 3.2 that the output zˆt is a
function of et and ht. et is a function of attention vector at and (h0, h1, ..., ht). Therefore, it
might appear that the attention vector might force the contribution of the encoder to zero and
completely pass the inputs at each time instance with an identity mapping to the output. In
other words, it might appear that the attention weightsW tai = 0,∀i ̸= t andW tai = 1, if i =
t; while the encoder hidden vector weight Wh = 0. However, while training we decode
the entire sequence with the help of a GRU decoder and combining previous outputs along
with present inputs. We can ensure that the contribution of the encoder is not nulliﬁed i.e.,
Wh ̸= 0.
3.1.2.1 Data Preparation, Training, and Inference
Since this is a unsupervised method, we do not need labeled attacked and non-attacked
cases. Instead, we train the auto-encoder only on non-attacked data. Since it is a sequence
to sequence auto-encoder while training we use the same sequences of a ﬁxed length as
input and target as illustrated in Figure 3.2. To prepare the training sequences, we use a
rolling window of a ﬁxed sequence length for all the measurements. The RNN-decoder uses
previously decoded outputs at every time-step for computing the output for the next time-
step. We use forced training by feeding actual targets at each time-step instead of predictions.
Practically this helps the network to converge faster and has lower reconstruction error.
While inference, we are not concerned about the outputs at time-step (0, t− 1]. We only
care about the outputs at the last time-step t. We ﬁnd the reconstruction error by calculating
the mean squared error between the input measurements at time-step t and the corresponding
output of the auto-encoder. If the reconstruction error is above a given threshold, we ﬂag it
as an anomaly. We will explain the idea behind estimating the threshold later. Another
signiﬁcant difference from the training step is that during inference, we use the predictions
from the auto-encoder as true measurements to replace anomalous measurements. This helps
to keep the sanctity of the detection mechanism for the subsequent time-steps.
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One approach to decide the threshold for classiﬁcation of anomalies can be decided by
the mean (µ) and standard deviation (σ) of reconstruction error under ideal operating con-
ditions. We can use statistical conﬁdence based approach where we can assume the recon-
struction error (L) to follow a normal distribution and ﬂag values outside some multiples (k)
of standard deviation from the mean as anomalies as shown in Equation 3.3. k can be varied
to plot a precision-recall curve, and an optimal threshold can be determined.
|L− µ| > k × σ → 1
|L− µ| <= k × σ → 0
(3.3)
Another approach might be to train another function approximator in a supervised setting
on reconstruction error using the training data used in the fully supervised case. Since we
want to study the results for a completely unsupervised setting, therefore, moving forward,
we will not be considering this approach.
3.2 Location
So far we have seen how a global detection mechanism using auto-encoders and strictly
supervised methods are realized. In this thesis, we take a step forward to locate the points of
intrusion and ﬁnd compromised devices. This will not just help in protecting the power grid
from FDIAs but also help to ensure proper functioning without disruptions by ignoring the
compromised measurements for state estimation. Also, it will help to identify possible points
of intrusion, therefore, help operators to take protective measures to secure most vulnerable
nodes.
3.2.1 Unsupervised Location
We have already mentioned that the predictions of the auto-encoder should be very close
to usual grid operating conditions even if in the last time-step an intrusion exists. Therefore,
the reconstruction error can be a good indication of the actual attack vector injected. But
since the auto-encoder has some function approximation error, we cannot expect the recon-
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struction error to be an accurate estimate of attack vector. Instead, we can use a threshold
based detection method to classify devices as attacked or unattacked based on their respective
reconstruction errors. All the measurements are represented in their per unit values. There-
fore, based on grid conditions, the variance of each measurement would be unique, which
makes it challenging to have a global threshold for classiﬁcation. Thus, we use the mean and
standard deviation of the approximation error for each measurement device separately un-
der ideal operating conditions. Based on these mean and standard deviations, we decide the
classiﬁcation thresholds of classifying each device as compromised. Similar to the previous
case an optimal threshold can be found using equation 3.3 and precision-recall curve. Also,
many other methods can be considered to classify anomalies based on reconstruction error,
but we moved forward with the simplest architecture and studied its performance.
Using this approach, we can detect intrusions and locate devices compromised at the
same time using the same model. Since it is trained on ideal grid operation data, we do not
need an extensive set of simulated attack data to train it. Also, it can help the state estimator
with approximately correct measurements in case of long intrusions, thereby facilitate nor-
mal grid operations. The only problem we believe might occur is in choosing the correct
hyper-parameters like the hidden layer size, sequence length.
3.2.2 Supervised Location with Localized Measurements
All the approaches discussed so far work on a global idea where all measurements are
considered together for predicting the state of the system. We also assume the power grid
network conﬁguration to be ﬁxed. This restrains our model from being ﬂexible to network
architectures. If the network architecture changes, we need new training data to train our
model to adapt to the latest measurement values. Since we are discussing a more practical
solution, locating speciﬁc devices sounds a critical step but it might not be the most practical
one. Instead, if we aim at identifying anomalies strictly on the measurement devices con-
nected to a given bus independently, it can be a reasonable estimate of the location intrusions.
Therefore, each bus can maintain its copy of the model trained for a particular conﬁguration
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on the measurement devices connected to it. If all the devices connected to a given bus are
compromised, it will be highly unlikely of the model to predict an anomaly going just by the
spatial correlations. Therefore, we need to consider temporal patterns in the data as well for
developing our model. In case only a few devices connected to a bus are compromised, the
spatial characteristics can also play a role in the identiﬁcation of anomalies. But overall, the
model needs to rely more on the temporal structure.
We use a similar approach of using an RNN based detection mechanism as discussed in
the fully supervised global detection method above. The only difference here is the input
vector and the size of the dimension of the hidden state. Since we do not depend a lot on
the spatial correlations, we do not compress the input measurements into a latent vector to
encode the spatial relationships between them as in the previous case.
3.2.3 Unsupervised Location with Localized Measurements
Similar to training local supervised models for detecting intrusions at every bus we can
also adopt an unsupervised approach. In this method, we train the attention based auto-
encoder only on the measurement devices connected to a particular bus. This allows every
bus to maintain its own model, therefore, solving the problem with scalability. As done in the
case of detection, we use the reconstruction error of the auto-encoder to classify intrusions
on every bus independently.
But, this approach might face some problems when most of the devices connected to a
given bus are compromised. This is because the reconstruction error in that case will not be
high. The reason behind it is that for unsupervised global detection using auto-encoder we
assumed that the attack vector is sparse, therefore, the contribution of attack will not skew
the outputs from the auto-encoder and they will be close to normal operating conditions.
However, in the localized case the input measurements can all be under attack, therefore,
the attack vector does not stay sparse any more. Such a case might occur when most of the
devices on a given bus are compromised.
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4. EXPERIMENTS AND OBSERVATIONS
4.1 Data Generation and Test Cases
For a realistic study of grid conditions under attack and non-attacked scenarios, we gath-
ered real-world power consumption data. This data is used on an IEEE 14-bus case (Figure
4.1). to compute AC power ﬂow and measurements of all 39 devices available from standard
MATPOWER simulation. We gather all this data as our baseline ideal grid operating condi-
tions. An example for Bus 1 is shown in Figure 4.2. In the next step, we generate attacks
on these ideal operating conditions using the algorithm discussed in Chapter 2. For targeted
attacks, it was observed that under many combinations of compromised devices, the attack
was not feasible. Therefore, we used random attacks as a case of targeted attacks where
the targets were the state variables affected by a given random attack vector. Thus our ﬁnal
problem translates to detecting and locating any random attack. Also, we can claim that all
attacks are a subset of random attacks. Therefore, if we can detect random attacks correctly,
we should be able to identify other kinds of attacks as well. As mentioned earlier, we use
multiple levels of intrusion starting from 10% to 50% of devices getting compromised. For
each of these intrusion levels, we generate 250, 000 points of attack data to extensively cover
all possible scenarios.
4.2 Detection
For the fully supervised model, we use 500000 (100000 from each level of intrusion)
data points as the training set and 125000 (25000 from each level of intrusion) points as the
validation set. After every epoch on the training set, the validation loss is computed on the
validation set. If the validation loss is lesser than previously calculated validation losses,
then the model is saved. The model is trained for 200 epochs. Then the inference is run
individually on the remaining 125000 points from each level of intrusion data. As discussed
1source: https://electricgrids.engr.tamu.edu/electric-grid-test-cases/ieee-14-bus-system
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Figure 4.1: IEEE 14-Bus System (reprinted from 1)
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Figure 4.2: Ideal Grid Operating Conditions for Bus 1
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Figure 4.3: ROC Curve and Precision-Recall Curve
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Number of devices compromised 4 8 12 16 20
ROC-AUC 0.9932 0.9902 1.0000 1.0000 1.0000
Recall 0.9940 0.9903 1.0000 1.0000 1.0000
Precision 0.9840 0.9807 1.0000 1.0000 1.0000
F1-Score 0.9890 1.0000 1.0000 1.0000 1.0000
Table 4.1: Detection using Fully Supervised Approach
Figure 4.4: Metrics for Fully Supervised Detection
earlier, the output of the model gives the probability of an attack being present at the last
time-step. But the threshold for classiﬁcation needs to be calculated. This is done using the
precision-recall curve (Figure 4.3), which we can tune based on our expectation of precision
and recall from the model. Since we want our recall to be high, therefore we chose a recall
threshold of 0.99. The results are shown in Table 4.1 and Figure 4.4. The unsupervised
auto-encoder is trained on the entire baseline ideal grid operation data. A similar approach
in storing model checkpoints is adopted as in the previous case. We also ﬁnd the mean and
standard deviation of total reconstruction error for the training data to help us to ﬁnd the
correct threshold for classifying the test set. At inference, we use the reconstruction loss
from the auto-encoder and use multiple thresholds to plot the precision-recall curve to get an
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Number of devices compromised 4 8 12 16 20
ROC-AUC 0.9114 0.9657 0.9998 0.9986 0.9992
Recall 0.8229 0.9313 0.9995 1.0000 1.0000
Precision 1.0000 1.0000 1.0000 0.9891 0.9944
F1-Score 0.9028 0.9644 0.9998 0.9945 0.9972
Table 4.2: Detection using Unsupervised Approach
Figure 4.5: Metrics for Unsupervised Detection
optimal threshold of classiﬁcation ﬁnally. The results are shown in Table 4.2 and Figure 4.5.
In [7] the authors mention a minimum number of devices that need to be compromised
in order to successfully execute an attack with 100% probability. For our case that critical
number is 14 which is more than 30% of devices compromised. It can be observed that both
our detection methods can identify FDIAs when more than 30% of the devices are compro-
mised with almost 100% accuracy. It can be observed that the unsupervised method does not
perform as good as the supervised method when less number of devices are compromised.
This might be because when less number of devices are compromised the attack vector gen-
erated does not cause signiﬁcant deviations from expected behavior in the system, therefore
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Number of devices compromised 4 8 12 16 20
ROC-AUC 0.8676 0.8811 0.8768 0.8815 0.8792
Recall 0.7357 0.7801 0.7636 0.8095 0.8129
Precision 0.7260 0.7036 0.5830 0.6629 0.7392
F1-Score 0.6819 0.7103 0.6491 0.6261 0.6648
Table 4.3: Location Speciﬁc to Device using Unsupervised Approach
reconstruction error is low. For cases where around 40-50% devices are compromised both
methods perform perfectly. When compared to native error based detection methods(Recall
= 0.1) both these methods outperform all of them. We have also compared our performance
in detection with other methods which have tried before and have found ours signiﬁcantly
better, especially when more devices are compromised.
4.3 Location
Earlier we mentioned how the same unsupervised global detector could be used to ﬁnd
the speciﬁc devices that have been compromised. We use the same model trained for de-
tection and ﬁnd the mean and standard deviation of estimation error for every measurement
separately on ideal operation data. We used multiples of the standard deviation to make
the precision-recall curve and ﬁnd the correct threshold of classiﬁcation. While evaluating
the performance of the model we use metrics for each measurement device separately and
then take the median performance indicators as our ﬁnal outputs. Taking median might be
misleading if there are measurements which have not been affected by attacks in any case.
Therefore, we eliminate all such meters which have not been attacked in test data points.
The evaluation is individually run for all 250000 points for every level of intrusion, and the
results are shown in Table 4.3 and Figure 4.6.
It can be seen that the performance of this model in precisely locating the attacked de-
vices is not as good as in the case of detection. But we don’t have a baseline to compare our
performance because this is the ﬁrst attempt at locating the devices compromised. As dis-
cussed earlier, locating exact devices might not be necessary for ﬁnding points or regions of
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Figure 4.6: Metrics for Unsupervised Location Precise to Device
Number of devices compromised 4 8 12 16 20
ROC-AUC 0.9142 0.9173 0.9302 0.9184 0.8956
Recall 0.8286 0.8775 0.8647 0.8449 0.7987
Precision 0.9231 0.9236 0.9147 0.9205 0.9539
F1-Score 0.8733 0.8358 0.8890 0.8811 0.8694
Table 4.4: Clustered Location using Unsupervised Approach
intrusion because of the over-determined nature of the system. Therefore another alternative
can be checking the performance of the model by clustering devices by the buses they are
connected to. The performance results are shown in Table 4.4 and Figure 4.7. This method
of clustering devices by the buses they are connected to helped to improve the performance
of the auto-encoder by 10%.
Finally, we used the fully supervised case of locating compromised buses. We train indi-
vidual models on each bus separately, which enables each of those models to be independent
and therefore can adapt to local changes in network architecture. A critical thing to be noted
here is that the model pertaining to a given bus uses measurements only from the devices
connected to that bus. After training models for all the buses, we take the median score after
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Figure 4.7: Metrics for Clustered Location using Unsupervised Approach
Number of devices compromised 4 8 12 16 20
ROC-AUC 0.9812 0.9927 0.9977 0.9991 0.9995
Recall 0.9405 0.9692 0.9819 0.9877 0.9964
Precision 0.8525 0.8500 0.8500 0.8500 0.8500
F1-Score 0.8943 0.9057 0.9112 0.9137 0.9174
Table 4.5: Clustered Location using Supervised Approach
eliminating the buses that are not affected at all in the test dataset. The metrics are shown in
Table 4.5 and Figure 4.8.
It can be observed locating compromised devices is a more challenging task than detec-
tion of FDIAs. We can also observe that clustered location using the supervised approach
is much better than that of the unsupervised approach. In addition as the number of devices
grow the unsupervised approach start deteriorating in performance. This might be because
the when larger number of devices are compromised there is a high probability that all de-
vices connected to a given bus will be compromised. This will cause the reconstruction error
to be low. The supervised model has been trained on cases where all the devices connected
to a bus has been compromised, therefore the supervised method performs better than the
35
Figure 4.8: Metrics for Clustered Location using Supervised Approach
unsupervised model.
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5. CONCLUSION AND FUTURE WORK
In this thesis, we discussed the application of deep neural networks for the identiﬁcation
of FDIAs in the electric power grid and the location of affected devices. We proposed a
strictly supervised method of detection of attacks for which we simulated attacks on real-
world power consumption data. We observed that the performance on test data was better
than previously proposed methods by roughly 14% [53]. We also found that the performance
of our model improved as more devices were compromised. We also noted the problems
with this approach regarding the generation of training data for larger systems. Next, we
proposed an unsupervised model based on a sequence to sequence auto-encoder which is
trained on data representing ideal operating conditions of the grid. This model uses the
spatio-temporal properties of grid measurement data of the past time-steps to predict the
expected measurements for the current time-step. This novel idea does not need extensive
training data and performs at par with the fully supervised case. We extended the same
approach to locate the devices that are compromised and found that it performs reasonably
well. We also found that although these methods were performing well, they might not adapt
well to changing grid architectures and sizes. Therefore, we proposed a localized approach
for detection and location of FDIAs which gives every bus to have its own model dependent
on local measurement devices. This makes the system more sustainable. Besides, we also
found that the median location performance was reasonable as well.
5.1 Immediate Extensions
The next step should be to test the proposed methodologies on larger power system cases.
Another important study can be how model complexity is affected by the size of the power
system. We can also check the performance of our models on contingency cases.
Another immediate extension can be using the auto-encoder on sub-grids or local patches
of the grid. Since the system is over-determined, such local pools of measurement devices
37
can be created which can help to train an auto-encoder and use mutual information for correct
re-construction as done for the global case.
5.2 Future Work
We can explore better attack generation algorithms using neural networks like Generative
Adversarial Networks (GANs) so that the detector is robust to smarter attacks as well.
Another possible approach to anomaly detection in such spatiotemporally correlated data
can be using convolutional neural networks (CNNs). The power grid network graph can be
encoded in an adjacency matrix form, and the measurements can represent channels for every
ﬁlled cell in the matrix. Since the adjacency matrix will be sparse, and a dense representation
can be learned for this matrix which can further be decoded to the sparse form and the
reconstruction error can be an estimate of intrusion.
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